NMHO®OPMALMOHHASA NMAMATKA
AnA ObYYAIKOLWUNXCA

C kaxxgblM rogom MOSIOAEXN B MHTEPHETE CTaHOBUTLCA BonbLue, a LUKONbHUKN OOHU U3
CcaMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay Tem, NOMMMO OrpOMHOrO KonimdecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT 1 npobnemMbl. ATa NnamsaTKa JOMmKHA NOMoYb Tebe
6e3onacHo Haxo4MTbCA B CETWU.

KOMI'IbI'OTepH bleé BUPYCbI

KoMnboTepHbIM BUPYC - 3TO pa3HOBUOHOCTb KOMMbIOTEPHbLIX NPOrpaMm, OTANYUTENbBHON
0COBEHHOCTBIO KOTOPOW SABMSETCS CMNOCOBHOCTL K pa3MHOXEHUI0. B gononHeHne K aTomy,
BUPYCbl MOTYT MOBPEANTb UMK NOSTHOCTBIO YHUMTOXUTE BCe (pannbl U JaHHbIE,
NOAKOHTPObHbIE MNOMNb30BaTENO, OT MMEHN KOTOPOro Obina 3anyLueHa 3apaxeHHas
nporpaMmma, a Takxke noBpeanTb UK gaxe YHUYTOXUTb ONepaunoHHY CUCTEMY CO BCEMMU
darnamm B Lenom. B 6onbLUMHCTBE Criy4aeB pacnpoCcTPaHSTCA BUPYCbl YEPE3 NHTEPHET.

MeToAb! 3aWmTLI OT BPeAOHOCHbLIX NporpamMmm:

1. Micnonb3yn coBpeMeHHble ornepauyoHHble CUCTEMbI, UMEIOLLNE Cepbe3HbI YPOBEHb
3aWMTbl OT BPEAOHOCHbIX Mporpamm;

2. [oCTOSAAHHO ycTaHaBnNuBam nayTu (LMdpoBsble 3annaTku, KOTOpble aBTOMaTUYECKU
yCTaHaBMMBAOTCA C LeNbio 4opaboTkn nporpamMmmebl) 1 apyrne 06HOBNEHUS CBOEN
onepaumoHHon cnuctemMbl. CkaynBam Ux TONbKO C odouumansbHoOro camrta paspabotynka OC.
Ecnu cywecTtByeT pexxum aBToMaTU4eCKOro O6HOBIEHUS, BKIOYM €r0;

3. PaboTan Ha cBOEM KOMMbLIOTEPE NOA NpaBamu Nofb3oBaTens, a He agMUHUCTparTopa. ATo
He No3BOSNIUT BONbLUMHCTBY BPELOHOCHbLIX NPOrpamMmM MHCTanIMpoBaTbCA Ha TBOEM
nepcoHanbHOM KOMMbOTEPE;

4. Vlcnonb3yn aHTUBMPYCHblE NpOorpaMMHble NPOLYKTbl N3BECTHbLIX NPOU3BOAUTESNEN, C
aBToMaTu4eckum obHoBneHnem 6as;

5. Orpaqub q)I/I3VI‘-IeCKVIIZ OOCTYN K KOMMNbOTEPY OJ1A4 NOCTOPOHHUX 1AL,

6. Micnonb3ymn BHELLWHWE HOCUTENM MHPOPpMaLMN, Takme Kak prieka, AuCK unm gann na
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTKkpbIBan KOMMbOTEPHbIE dhansibl, MOMNYyYEHHbIE N3 HEHAAEXHbIX MCTOYHMKOB. [laxe Te
dannbl, KOTOpbIE NpUcnan TBOW 3HAKOMbIN. Jlyylle yTouHM y HEero, oTrnpasnsan nim oH Tebe
nx.

Cetu WI-FI

Wi-Fi - aT0 He BuA nepefayv AaHHbIX, HE TEXHOMOIMs, a Bcero nuwb 6peHa, mapka. Euwle B
1991 rogy HMagepnaHackasi komnaHua 3apernctpuposana 6peHa "WECA", yto o6o3Hayano
cnoBocoyeTaHue "Wireless Fidelity", koTopbi nepeBoanTCs Kak "6ecrnpoBogHas TOYHOCTL".

[lo Hawero BpemMeHu gowna gpyras abbpesmaTtypa, KoTopasi ABMsSIETCA TaKoW e
TexHonorunen. 3to abbpesnaTtypa "Wi-Fi". Takoe HazBaHue GbINO JAHO C HAMEKOM Ha
CTaHOapT BbICLLEN 3BYKOBOM TeXHWUKWN Hi-Fi, 4yTO B nepeBoge o3Ha4vaeT "BblCOKaA TOYHOCTL".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadye, OTeNsIX 1 asponopTax SBMsSeTCA OTSIMYHON
BO3MOXXHOCTbIO BbIXOA4a B MHTEPHET. HO MHOrMe akcnepTbl CYMTAKOT, YTO OOLLEOOCTYMNHbIE
Wi-Fi cetn He aBnatTca 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTn paboThbl B o6LenoCcTynHbIX ceTax Wi-fi:



1. He nepepasai cBoto nu4yHyto nHdopmaumio yepes obwenoctynHole Wi-Fi cetn. PaboTas
B HUX, XXenaTenbHO He BBOAUTb Naponu A0CTyna, SIOrMHbI U Kakne-To HOMepa;

2. Ncnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl
obesonacuib cebs OT 3aKayku BUpyca Ha TBOE YCTPOWUCTBO;

3. Mpwn ncnonbsosaHun Wi-Fi otkntoum doyHkumio "O6wmi goctyn K cbarnam n npuHtepam".
[aHHas dyHKUUA 3aKpbiTa N0 YMOMNYaHUIO, OQHAKO HEKOTOPbIE NOSb30BaTENN aKTUBUPYIOT
ee Ans ygobctea ncnonb3oBaHus B pabote nnn ydebe;

4. He ucnonb3yn nydnunynbin WI-FI onsa nepegayun nudHbiX AaHHbIX, HAaNnpMMep 45 Bbixoaa B
coumarnbHble CETU NN B SNEKTPOHHYHO MOYTY;

5. Nicnonb3yn TonbKo 3awuueHHoe coegmHeHne vyepes HTTPS, a He HTTP, T.e. npu Habope
Beb6-agpeca BBoan umeHHo "https://";

6. B mobunbHoM TenedoHe oTkntoun dpyHkumio "Moaknoyvenne k Wi-Fi astomatmnyeckun”. He
Aonyckanm aBToMaTMYeCcKoro NoaknyeHus ycrponctaa k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CETU aKTUBHO BXOLAT B HALUY XXW3Hb, MHOTME Ntoau paboTalT 1 XUBYT TaMm
NOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH Munnvap YenoBek, YTo sABMAsSeTCs O4HOM
cefbMOW Bcex Xutenen nnaHetbl. MHOrMe nonb3oBaTesniv He NOHUMALOT, YTO MHopMaUus,
pasmeLlleHHas MU B couManbHbIX CETSX, MOXET BbITb HangeHa 1 cnosib3oBaHa Kem
yrogHo, B TOM 4ucrie He oba3aTenibHO ¢ Gnarmmm HamepeHnamu.

OcHoOBHbIe coBeTbl N0 6€30NacCHOCTU B cOUuMarbHbIX CeTAX:

1. OrpaHunyb cnucok apy3en. Y 1ebsa B Apy3bsX HE AOIMKHO ObITb CriyvanHbIX U HE3HAKOMBbIX
nogewn;

2. 3awumuian CBOK YacTHYHO XKU3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca, gaty TBOero
POXOEHNSA N OPYIYHO NMNYHYIO MHGOPMaLMIO. 3MOYMbILLNIEHHUKA MOTYT UCNOMb30BaTb AaXe
MHOPMaUUIO O TOM, KakK Tbl M TBOWU poguTENN NNaHupyeTe NPoOBECTU KaHUKYbI;

3. 3awmiian cBow penyTaumto - AEPXKK €€ B YNCTOTE U 3agaBan cebe Bonpoc: xoTen Obl Thl,
4yTO6bI ApYyr1e Nonb3oBaTeENN BUAENM, YTO Thbl 3arpykaewb? [logyman, npexae Yem 4to-To
onybnukoBaTb, HanNnUcaTb U 3arpy3nTb;

4. Ecnu Tbl rOBOPULLb C NOAbMU, KOTOPbIX HE 3HaeLLb, HEe UCMONb3YI CBOE pearibHoe NMS U1
APYryr NUYHYI0 MHOPMaLUN: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl U Npoyee;

5. N36eran pasmelleHus otorpacdumn B IHTepHeTe, rae Tbl M306paxkeH Ha MECTHOCTHU, MO
KOTOPOW MOXXHO OnpeaennTb TBOE MECTOMOSIOXEHNE;

6. Mpwn perncTpaumm B coumanbHOM ceTM HeOBX04MMO UCMONb30BaTh CIIOXHbIE NApPOny,
cocTosime 3 BykB 1 LGP 1 C KONUYECTBOM 3HAKOB HE MeHee 8;

7. lna coumnanbHOM CETU, NOYTLI U Opyrnx canToB He0HBX04MMO UCMONb30BaTb pa3Hble
naponu. Torga ecnu Tebs B3nomatoT, TO 3J1I0YMbILLJTIEHHUKM nOoJ1ydaT A0CTYN TOJIbKO K
OQHOMY MECTY, a HE BO BCE Cpagy.

ONEeKTPOHHbIEe AeHbIM

ONEKTPOHHbIE AEHbIM - 3TO OYeHb YA0OHbIM CcNocob nnaTexen, 0gHaKo CyLLECTBYIOT
MOLLIEHHUKM, KOTOPbIE XOTAT NOMYYUTb 3TU AEHbIN.

SﬂeKTpOHHbIe OEHbIn NoABUJIINCb COBCEM HEQABHO U MMEHHO 13-3a 3TON0 BO MHOIMMX
rocygapcrteax o CMX nop He rnpornncaHo npo HUX B 3aKOHax.



B Poccum e oHM PYHKLUNOHMPYIOT M O HUX Y>Ke MPONUCaHOo B 3aKOHe, rae ux pasgaenstoTt Ha
HECKOJIbKO BMAOB - aHOHUMHbIE N HE aHOHUMHbIE. Pa3Huua B TOM, YTO aHOHUMHbIE - 3TO Te,
B KOTOpPbIX pa3peLluaeTcsi NpOBOANTL onepaunn 6e3 ngeHTudukaumm nonb3osBaTtensd, a B
HEeaHOHUMHbIX naeHTUMKaunsa Nnonb3oBaTens aBnseTcs ob6a3aTenbHON.

Takke cnegyeT pasnuyaTb 3NeKTPOHHbIE dnaTHbIE AeHbMM (PaBHbI FOCYAapCTBEHHbLIM
BanTaM) 1 3NeKTPOHHblEe HedmaTHble AeHbIM (HEe paBHbl FOCY4apCTBEHHLIM BaroTam).

OcHOBHbIle coBeTbl N0 6Ge3onacHom paboTe C 3NeKTPOHHbIMU AeHbraMu:

1. MpuBsxn Kk cHeTy MOBUNBHBIM TenedoH. OTO caMblil YAOOHbLIN U BbICTPLI CNOCO6
BOCCTAHOBUTb AOCTYN K c4eTy. [1puBa3aHHbIN TenedoH NOMOXET, ecrniv 3abyaellb CBOM
nnaTexHbl Naponb UNu 3anjellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Nicnonb3yn ogHopasoBble naponu. [locne nepexoaa Ha yCuUneHHyo asTopusauuto Tebe
yXe He ByaeT yrpoxaTb ONacCHOCTb KpaXku Unv nepexsaTa niaTexXHoro napons;

3. Bbibepu crnoxHbin naponb. [NpectynHukam BygeTt He NpocTo yragaTth CNOXHbIN Naporb.
HapexHble naponuv - 3To Naponun, KoTopble coaepxaT He MeHee 8 3HaKOB M BKNOYaloT B
cebs CTpOYHbIe U NponucHble BykBbI, LMAPbI U HECKONIbKO CUMBOJIOB, TaKMe KakK 3HakK
gonnapa, yHTa, BocknuuaTenbHbl 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA CalTax, KOTOPbIM HE AOBeEpSeELLb.
ANeKTPOoHHasi no4yTa

ONEeKTPOHHast noyTa - 3TO TEXHOSIOMMS U NpeaocTaBnsgemMble el YCryri no nepecobisike n
NOJSTYYEHMIO 3NEKTPOHHBIX COOBLLIEHNI, KOTOPbIE pacnpenensitoTCa B KOMMNbIOTEPHON CETU.
OB6bIYHO 3MIEKTPOHHbLIN MOYTOBbLIN ALWMK BbIMMSANT cregyowmm obpasom:
UMs_nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepenaymn NnpocToro TeKcTa, MMeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHbIe coBeTbl N0 6e3onacHon paboTe ¢ 3NIEKTPOHHOMN NMOYTOMN:

1. Hapgo BbIbpaTb NpaBuibHbIV MOYTOBLIN CepBUC. B MHTEpHETE eCTb OrpOMHBbIN BbIGOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jyylle AOBEPSTb TEM, KOrO 3Haellb M KTO NepBbIi
B PEUTUHTE;

2. He ykasbiBay B NMMYHOM NOYTE NUYHYI0 MHGOopmaumo. Hanpumep, nydwe BoibpaTtb
"My3blkanbHbIi_haHat@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyo aBTopM3aLmio. 3TO Koraa NOMMMO Napons HY>KHO BBOAMUTb KOA,
npucbinaemsin no SMS;

4. Bbibepu cnoxHbii naponb. [Ans Kaxxaoro NoYToOBOro siLMKa A0MKeH ObiTb CBOM HAOEXHbIN,
YCTOMYUBBIN K B31IOMY Naporsib;

5. Ecnn ecTb BO3MOXXHOCTb HanmcaTb caMomy CBOW NNYHbIN BOIMpOC, I/ICI'IOJ'Ib3yl7I Ty
BO3MOXXHOCTb;

6. cnonb3yn HECKONBLKO MOYTOBbLIX ALWMKOB. [NepBblt A1 YAaCTHOW Nepenmncku ¢
agpecatamu, KOTOpbIM Thl AOBEPSAELLb. OTO ANEKTPOHHbIN agpec He Hafo UCNOoSb3oBaTb Npwu
perucTpauum Ha popymax u camrax;

7. He oTkpbiBan dpansbl U Apyrue BrioXXeHUs B NMCbMax, Aaxe eCnuv OHU NMpuLLmM oT TBOUX
apysen. Jlydwe yTouHn y HUX, OTNpaBnsnn fim oHn tebe atn hannbi;

8. Mocne okoH4YaHUs paboTbl HA NOYTOBOM CEPBUCE NEPEen 3aKPbITUEM BKMNAAKM C CAalTOM He
3abyab HaxaTb Ha "Bbiitn".



Knb6epOynnuHr unu BupTyanbHoe nsaeBaTesibCTBO

KnbepbynnuHr - npecnegoBaHme coobLueHmamm, cogepKalimmm ockopbneHms, arpeccutio,
3anyrmBaHue; XynuraHcTBo; coumanbHoe BOMKOTUPOBaHME C MOMOLLLIO Pa3fINYHbIX
NHTEPHET-CEPBMCOB.

OcHoBHbIe coBeTbl N0 6opbbe ¢ KMbepOyNNMHIrom:

1. He 6pocaiics B 601. Jlyywmn cnocob: nocoBeToBaTbCH Kak cebsi BECTU U, eCnv HeT TOoro, K
KOMY MOXXHO 06paTuTbCS, TO BHa4arne ycriokouTbCs. Ecnun Tbl HAYHELWb OTBeYaTb
ockopbneHnsiMM Ha OCKOpBeHUs, To TONbKO eLle BonbLle pasoxoKellb KOHMINKT;

2. YnpaBnsi ceoen kubeppenytaumnen;

3. AHOHMMHOCTb B CETU MHUMaS. CyLIJ,eCTBleT CNocoObl BbIACHUTL, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTouT BEeCTM XynuraHckui obpas BUpTyanbHOM XU3HU. IHTEpPHET oMKCMpyeT BCe TBOMU
AENCTBUS U CoOXpaHseT nx. Yoanutb nx dygeT kparHe 3aTpyaHUTENbHO;

5. Cobntogan cBow BUPTYarbHY YeCTb CMOSIOAY;

6. rHopupyn eanHnyHbIn Heratne. O4HOPa30Bble OCKOpOUTENbHbIE COOBLLEeHNS NyYlle
nrHopmpoBaTb. OBbIYHO arpeccus npekpallaeTcsa Ha HayanbHOW CcTaauu;

7. baH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMU COOOLLIEHNSIMU, B COLMATbHbIX
CeTsIX eCTb BO3MOXHOCTb BIIOKMPOBKM OTMPaBKN COOBLLEHNI C onpefeneHHbIX aapecos;

8. Ecnu Tbl cBnaeTenb knbepbynnuHra. TBou AeNCTBUS: BbICTYNUTbL NPOTUB
npecnegoBaTens, NokasaTb eMy, YTO €ro 4ENCTBUSA OLEHMBAKTCA HEraTUBHO, NogaepXxaTb
XepTBY, KOTOPOM HYXXHa Ncmxorornyeckas nomoLb, COOBLWNTL B3POCTbIM O (hakTe
arpeccrBHOro NOBEAEHNSA B CETM.

MoGunbHbIN TenedhoH

CoBpeMeHHble cMapT(OHbI 1 NNaHWeTbl cogepXaT B cebe BrnonHe B3pochbl (pyHKUMOHan,
N Tenepb OHW MOTYT KOHKYpPUPOBaTb CO CTaLMOHapHbIMU KoMnbloTepamu. OgHako, cpeacTs
3aWwmTbl ANs Nogo6bHbIX YCTPONCTB NoKa O4eHb Marno. TecTupoBaHue 1 NOUCK YS3BUMOCTEN B
HUX NPOUCXOANT HE TaK MHTEHCUBHO, kak aAns MK, To xe camoe kacaeTcs U1 MOBUMNbHbIX
NPUITOXEHNNA.

CoBpeMeHHble MObunbHbIe Gpay3epbl y)ke NPakTUYECKN JOrHANM HacTorbHbIE aHanoru,
0HaKo paclumMpeHue yHKUMoHana BneyeT 3a coboi 6onbLUY CMOXHOCTb Y MEHbLLUYHO
3aLLMLLEHHOCTb.

[laneko He Bce NPOU3BOAUTENN BbIMyCKaloT OGHOBMNEHUS, 3aKpbiBalOLLME KPUTUYECKUE
ySI3BUMOCTU A151 CBOMX YCTPOWCTB.

OcHoOBHbIe coBeTbl AnAa 6e3onacHOCT MObunbHoOro TenedoHa:

Huyero He siBnsieTcs no-HacTosieMy 6ecnnatHbiM. Byab ocTopoxeH, Beap koraa Tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT OblTb CKPbITbI KAKME-TO MaTHbIE YCNYTu;

Adyman, npexage 4em otnpaButbe SMS, ¢ooTo nnun Bngeo. Tbl TOYHO 3Haelb, rae oHu dyayT B
KOHEe4YHOM utore?

Heobxoanmo oGHOBNATL ONepaunoHHY CUCTEMY TBOEro CMapT(OHa;

Ncnonb3yi aHTMBUPYCHbIE NporpamMmMbl At MOBUNbHbIX TeNe(OHOB;



He 3arpy>|<a17| NPUINOXXeHnA OT HEN3BECTHOIO NCTOYHUKA, BE€Ab OHUN MOTYT COOEpPXKaTb
BpeOdoOHOCHOE rnporpamMmmMmHoe obecneyeHue;

lMocne Toro Kak Tbl BbINAELLb C CanTa, rae BBOAWUIT NUYHYIO MHOpMaLMIo, 3anaun B
HacTponkn 6paysepa n yganu cookies;

rlepI/IOﬂ,VI‘-IeCKVI HpOBepFIVI, Kakune nrnatHble YCInyrn aktTuBupoBaHbl Ha TBOEM HOMEPE,

[aBaii cBoi HOMep MOBUIBHOIO TenedoHa TONbKO NMOASM, KOTOPbIX Thl 3HAELLb U KOMY
[l0BepsieLLb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOr4a Tbl UM He Nonb3yelbes. He 3abbiBan nHorga
NpPoOBEPATb 3TO.

Online urpsbl

CoBpeMeHHble OHManH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBAOLMNE Pa3BIieYeHus,
oObenHsIIoLLME COTHM ThiCSY YenoBeK Mo BCeMy Mupy. Urpokun nccneayoTt gaHHbIA UM MUp,
obLLuatTCs ApYr C APYroM, BbINOMHAT 3a4aHuUs], CpaXatoTCsl C MOHCTPaMM 1 NonyyatoT
onbIT. 3a YAOBOLCTBME OHM NNATAT: NMOKYNaKT OUCK, ONfaynBatoT aboOHEMEHT Unn
npuobpeTaloT Kakmne-To onumu.

Bce aTu cpeacTBa nayT Ha nogaepkaHue 1 pasBuTre Urpbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbI aBTOPU3aLIMK, BbINyCKaOTCA HOBblEe NaTyu (LM poBble
3annaTky 4ns nporpamm), 3aKpbiBaloTCsl YSA3BUMOCTU CEpPBEPOB.

B nogo6HbIX Mrpax cTouMT onacaTbCsl HE CTONBbKO CBOMX COMEPHMKOB, CKOSbKO Kpaku TBOEro
napornsi, Ha KOTOPOM OCHOBaHa cucTeMa aBTopu3aumm 60oMbLMHCTBA Urp.

OcHoOBHbIe coBeTbl N0 6€30NacHOCTU TBOEro UrpoBOro akkayHTta:

1. Ecnn gpyron urpok Beget cebs nnoxo nnu cosgaet tebe HeNpUATHOCTK, 3abNoKMpyn ero
B CMMCKE UIPOKOB;

2. MNMoxanynca agMMHUCTpaTopam Urpbl Ha MoXoe NoBedeHne 3TOro Urpoka, XenaTtenbHO
NPUIOXNTb Kakne-To JoKa3aTenbCTBa B BUAe CKPUHOB;

3. He ykasbiBayn nn4Hyto nHGopmaumio B npodanne urpbl;
4. YBaxan gpyrux y4acTHUKOB MO UIpe;

5. He ycTaHaBnvBam HeomumnanbHble naTtin n Moapl;

6. cnonb3yn CnoXxHble U pasHble Naponu;

7. daxe BO BpeMsi Urpbl HE CTOUT OTKMOYaTb aHTUBUPYC. [Noka Thbl UrpaeLlb, TBOK
KOMMNbIOTEP MOTYT 3apa3unTb.

PULINHT Unn KpaXxa NIMYHbIX AaHHbIX

O6blYyHOM Kpaxken OeHEer U AOKYMEHTOB CErofHs y>Ke€ HMKOro He yauBULLb, HO C Pa3BUTUEM
NHTEPHET-TEXHONOMIN 3MI0YMbILLIIEHHUKM NEPEMECTUSTUCE B MHTEPHET, N NPOJOIKalOT
3aHMMmaTbes "nobumbiM" genom.

Tak nosiBUNacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBA U (DULLNHT, rNaBHas Lerb
KOTOPOro COCTOUT B NOSTyYEeHUN KOHUAEHUMANbHbIX aHHbIX NONb30BaTENewn - NOrMHOB U
naponewn. Ha aHrnuinckom s3bike phishing untaetcsa kak ouwmir (ot fishing - peibHas nosns,
password - napornb).

OcHoBHbIe coBeTbl N0 6opbbe ¢ hULLMHIoOM:



1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSA aHKeTa Obifia B3riloMaHa,
TO Heobxoanmo 3abrokMpoBaTh ee U CoodLWNTL agMUHUCTpaTopamM pecypca 0b 3Tom Kak
MOXXHO CKOpEE;

2. MCI'IOJ'Ib3yl7I 6e3onacHble Beb-canThbl, B TOM Yucne, MHTEpPpHET-MarasmHoOB U NMONCKOBbIX
CUCTEM,

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Taknm obpasom, ecnu Tebsi B3nomatoT, TO
3M10yMbILLIEHHUKM NONyYaT AOCTYM TOMbKO K OAHOMY TBOEMY NPOdusio B CETU, a HE KO BCEM,;

4. Ecnn 1ebsa B3nomanu, To Heob6xoanmo npenynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTOPbIE
AobaBneHsl Yy Tebs B OpPYy3bAX, O TOM, 4YTO Tebsa B3niomanun 1, BO3MOXHO, OT TBOEIro MMEHN
6y,£|,eT paccblyiaTbCA CriaM U CCbIJIKA Ha (*)I/ILIJVIHFOBble CaunTbl;

5. YcraHoBu HagexHbi naponb (PIN) Ha MOBUnbHBIN TenedoH;
6. OTkNo4YKM coxpaHeHne napons B 6payaepe;

7. He oTkpbiBan dhansibl U Apyrue BrIOXeHUsS B MMCbMax, Aaxke eCrn OHU NPULLI OT TBOUX
apy3en. Jlydie yTouHn y HUX, OTNpaBnsnn v oHn tebe atn hannbl.

LUndpoBas penyrauus

Lindbposas penytaumsa - 3T0 HeraTMBHas UM NO3NTUBHAA MHpopMaumsa B ceTu o Tebe.
KomMmnpomeTupytowaa nHpopmMmauus, pasmeLLleHHasa B UHTEPHETE, MOXET Cepbe3HbIM
obpasom 0TpasnTbCAa Ha TBOEW pearbHOM Xn3Hu. "Lindposasa penytaums” - 3To TBON UMUOX,
KOTOpbIN hopmupyeTcs U3 nHpopmaumm o Tebe B UHTEPHETE.

TBOE MeCTO XUTenbCTBa, y4ebbl, TBoe PMHAHCOBOE NOSIOXEHNE, OCOBEHHOCTU XxapakTepa U
pacckasbl 0 65IM3KMX - BCE 3TO HaKannMBaeTCcs B CETMU.

MHorve noapoCTKM NEerkoMbICIIEHHO OTHOCATCS K NyGrvkauum nMyHon nHpopmauum B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNEeACTBUN. Thl Jaxe He CMOXelLlb AoragatbCs O
TOM, 4YTO poTorpadusi, pasmeLLieHHasa 5 NeT Hasagd, ctana NnpPUYNHON oTkasa NPUHATL Tebs
Ha paboTy.

KommeHTapumn, pasmelleHne TBomx dpotorpadum n gpyrme eucTBus MoryT He UCHE3HYTb
Aaxke rnocre Toro, Kak Tbl UX yaanuiwb. Tbl He 3Haellb, KTO COXPaHWU 3Ty MHGOpMauuio,
nonarna fm oHa B MOUCKOBbIE CUCTEMbI MU COXpaHMUNach N1 OHa, a rMaBHoE: YTO NOAyMatoT O
Tebe okpyxatolme noan, KoTopble HanayT U yBUAAT 3T0. HanTn nHpopmaumio MHOro net
CMyCTS CMOXET NOOoN - kak n3 4obpbIX NOOYKAEHUI, TaK N C HAMEPEHUEM NPUYNHNTL BPEA.
OTO MOXeET BbITb KTO YrogHo.

OcHoOBHbIle coBeTbI MO 3awWwmTe UMPPOBON penyTauuu:

1. Mogyman, npexae 4em 4YTo-To NybrvkoBaTh U Nnepegasath y cebsi B 6nore unuv B
coumarnbHON CeTu;

2. B HacTpoukax npodunsa yCTaHOBU OrpaHUYeHus Ha NpoCMOTpP TBOEro npodmnsa n ero
coOepX1UMoro, caenamv ero Tonbko "onga gpysen”;

3. He pasmellan n He ykasbiBan MHGOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnaTte nnu
obwxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbI€e LIKOMbHUKN - akTUBHbIE NoNb3oBaTeny umdpoBoro npoctpaHcTea. OgHako
Aaneko He BCe 3HalT, YTO NMoMb3oBaHME MHOMMMWN BO3MOXHOCTAMMU LMAPOBOro Mmnpa
TpebyeT cobnogeHns npae Ha MHTENNEeKTyanbHyt0 COOCTBEHHOCTb.



TepMuH "nHTENNekTyanbHaa cCoOBCTBEHHOCTL" OTHOCUTCS K Pa3siMyHbIM TBOPEHUSIM
4YenoBEYECKOro yMma, HaumHas ¢ HOBbIX N306peTeHn 1 3HaKoB, 0603HaYaoLLNX
COBCTBEHHOCTb Ha NPOAYKTbI U YCIYrn, N 3aKkaH4MBasi KHUramu, ootorpagousamu,
KWHO(UITIbMaMun 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKME npaBa - 3TO NpaBa Ha MHTENNEKTyanbHyt COBCTBEHHOCTb Ha NPOU3BELEHMS
HayKu, nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNakT B KA4eCTBe rapaHTum TOro,
4YTO UHTENNEKTYyarnbHbIN/TBOPYECKUIA TPy aBTopa He ByaeT HanpacHbIM, 4acT emy
crnpaBeasiMBble BO3MOXHOCTW 3apaboTaTth Ha pe3ynbTaTtax CBOEro Tpyaa, nonyyntb
N3BECTHOCTb M Npu3HaHne. H1KkTo 6e3 paspelleHns aBTopa He MOXET BOCNPON3BOAUTb €ro
npousBefeHne, pacnpocTpaHaTb, NybnnmyHoO AEMOHCTPUPOBAThL, NpodaBaTth, UMNOPTUPOBATD,
nyckaTb B NpokaT, NyOfM4YHO UCMOMHATL, NOKa3blBaTb/UCMOMHATL B 3compe unu pasmellaTb B
NHTepHeTe.

Ncnonb3oBaHue "nupaTtckoro” nporpaMMHOro obecrnedYeHnst MoXeT NPUBECTU K MHOTUM
prckam: OT NoTepwu AaHHbIX K TBOMM akkayHTam [0 O6roKMPOBKM TBOETO YCTPOWCTBA, rae
yCTaHOBNEHa HerneranbHas nporpamma. He ctout Takke 3abblBaTb, YTO CyLLECTBYIOT
neranbHble 1 6ecnnaTHble NPorpamMmmbl, KOTOPbIE MOXHO HalUTW B CETU.

O nopTane

CeTeBMYOK.pd - TBOM MaBHbIA COBETUYMK B CETU. 30€Chb Thl MOXeLUb Y3HaTb 0 6e30macHOCTH
B CE€TU MOHATHbLIM N JOCTYMHbLIM S3bIKOM, @ MPU BO3HUKHOBEHUW KPUTUYECKOW CUTyauum
obpaTuTbCAa 3a cCOBETOM. A TakKe MPUHATbL y4acTe B KOHKypcax U cTaTb CaMbiM LIMPPOBbLIM
rpakgaHnHom!



